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Abstract— The vision and major elements of the fifth generation (5G) ecosystem have previously been
explored. We examine how security may impact the envisioned 5G wireless systems the challenges and
potential solutions to aid in these efforts and define the security and privacy aspects of 5G networks. 5G
networks have provided solutions for quicker machine control, problem identification, performance
analysis, and data access. Interaction between Internet of Things (IoT) nodes occurs across an unsecured
wireless channel, which has positive and negative effects. Despite being physically separated, unauthorized
nodes could communicate via an unprotected wireless channel to gather data and take over industrial
devices. Secure sessions can mitigate these risks, but it might be challenging to construct a secure session
over a weak channel. To address this issue, the Variable Identification (VID) is used. VID offers a simple
key exchange platform to authorized Industry Internet of Things (IIoT) nodes while guarding against
unauthorized use. The lightweight changeable pseudonyms used by VID for trust-building are selected at
random from a pool discovered in the home network and terminal devices. All IDs are chosen at random
from a pool and are used to protect data against forgery, replay, alteration, impersonation, and man-in-the-
middle attacks, among other things, between the home network and terminal equipment. The ProVerif tool
is used to evaluate the suggested system, and the findings demonstrate that it is trustworthy and resistant
to prospective attacks.
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1. INTRODUCTION

A new era of connectivity and automation in the industrial sector has been brought about by the quick
development of 5G networks and the broad uptake of the Industrial Internet of Things (IloT). However, serious
privacy and security problems are raised by the widespread usage of wireless communication in [IoT systems [1,
2]. In wirelessly equipped 5G network environments, there is an increased danger of illegal access, data breaches,
and privacy leaks due to continuous connectivity and data sharing across devices. Thus, to protect sensitive data
in IlIoT communication, it is imperative to design strong privacy-enhancing methods, especially lightweight
protocols [3].
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5G networks, which are wirelessly enabled, present a variety of privacy challenges. The widespread collection
of data and the extensive use of sensors and actuators increase the risk of privacy violations. Furthermore,
communicating via wireless creates weaknesses that bad actors can take advantage of. Innovative approaches that
balance resource limitations, energy efficiency, and privacy protection are needed to meet these problems [4].

In 5G network environments, privacy risks have been reduced by utilizing established privacy-enhancing
strategies such as access control methods, authentication protocols, encryption algorithms, and anonymization
techniques [5]. However, these methods frequently come with a high processing cost, connection latency, and
scalability issues, which makes them less appropriate for IIoT devices with limited resources. It is therefore
essential to build lightweight protocols, especially for [IoT communication.

To improve privacy in wirelessly enabled 5G networks, this literature review will examine the state of
research and developments in this area, with an emphasis on the creation of lightweight protocols for IloT
communication. The review will look into the privacy issues that wireless-enabled IIoT systems present, examine
current privacy-enhancing strategies, and assess how well they work to solve privacy issues. It will also explore
the developments in lightweight protocols that are suited to the particular needs of IloT communication, taking
into account things like resource optimization, energy efficiency, and privacy preservation [6 — 8].

This study aims to shed light on the state of privacy in wirelessly enabled 5G networks by undertaking an
extensive literature review. It seeks to highlight new trends and technologies, point out the advantages and
disadvantages of current methods, and suggest possible directions for further study and invention [9]. To ensure
privacy and security in the wirelessly connected 5G networks era, the ultimate goal is to encourage the
development of effective and privacy-preserving protocols that can be effortlessly integrated into IloT
communication [10, 11].

The remainder of this work is arranged in the following manner. In Sect. 2, network security architecture in
mobile wireless is discussed. Sect. 3 presents privacy-preserving in mobile wireless, followed by Sects. 4 and 5
discussions of the related works system model, and adversary model., Sects. 6 and 7 discuss the proposed scheme
and analyze the key features of the proposed solution. Finally, Sect 8 presents the conclusion.

2. NETWORK SECURITY ARCHITECTURE IN MOBILE WIRELESS

Mobile networks have relied on the physical storage of symmetric keys in a subscriber identity module, also
known as a subscriber identity module (SIM) card, since the beginning of digital mobile communication in 2G.
Additional cryptographic procedures for mutual authentication were implemented, and encryption algorithms
shifted from customary to international standards. However, the security approach of 5G is still heavily reliant on
SIM cards [12]. Even though SIM cards have shrunk in size (to the "micro" size), they still need to be inserted
into devices, limiting their applicability to IoT. The development of eSIMs somewhat addresses this issue,
although physical size issues remain. iSIMs, which are now in development, could be used in future devices as
part of the System-on-chip concept, while operators are opposed owing to the potential loss of control [13].

2.1 The requirements for a wireless network security architecture model

Traditional SIM cards use tried-and-true symmetric key encryption that has grown to billions of users.
However, it has flaws with IoT, privacy, network authentication, and bogus base stations. One important topic is
whether symmetric cryptography will give way to asymmetric public/private keys. This has never been done on
such a large scale before. 5G aims to provide authentication via a public-key infrastructure in addition to SIM
(PKI) [14]. The core of 5G will be a collection of microservices that communicate over HTTPS. Transport Layer
Security (TLS) uses elliptic curve cryptography (ECC) to enable authentication, confidentiality, and integrity for
such communication. However, this has not yet been implemented and can be put off until 6G [15].

This section answers some of the most frequently asked questions about the 6G security concept. Will
physical SIM cards still be used in devices? Will the majority of IoT devices have software SIM clones or Trusted
Platform Modules? Although certificate revocation and Certificate Authority (CA) break-ins are possible, a
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certificate system for the WWW works. The Domain Name Scheme Security Extensions (DNSSEC) is an example
of an asymmetric key system being gradually deployed. A critical prerequisite for asymmetric encryption is the
prevention of man-in-the-meddle attacks. Using an [Psec Virtual Private Network (VPN) can enable rudimentary
isolation of user traffic; however, the more advanced use of network slicing techniques in 6G will be an open
research subject, as it may expose the network to new vulnerabilities [16].

2.2 Evolution of Mobile Security

Cloning, unlawful physical attacks, eavesdropping, encryption issues, authentication and authorization
problems, and privacy issues plagued the first generations of mobile networks (i.e., 1G, 2G, 3G) [7]. Then, the
security threat landscape transformed with increasingly advanced attack scenarios and powerful attackers. Fig. 1
depicts the progression of the telecommunication network security landscape from 4G to the envisioned 6G future.
The execution of wireless applications posed a security and privacy danger to 4G networks. Media access control
(MAC) layer security threats (e.g., denial of service (DoS) attacks, eavesdropping, and replay attacks) and
malware applications are common examples (e.g., viruses, tampering with hardware).

Security and privacy risks pose problems in 5G access, backhaul, and core networks [18]. The most prevalent
security challenges in 5G are cyberwar and critical infrastructure threats, Network Functions Virtualization (NFV)
and Software-Defined Networking (SDN) related threats, and cloud computing-associated threats [19 - 22]. SDN
can pose a security risk in several ways, including exposing important Application Programming Interfaces (APIs)
to unwanted software, introducing Open Flow, and centralizing network control (i.e., making it vulnerable to DoS
attacks) [23]. Above all, the increased linked intelligence in telecommunication networks and sophisticated
networking and AI/ML technologies are the most crucial driving forces in the 6G vision. However, in many
circumstances, the alliance between Al and 6G could be a double-edged sword when it comes to defending or
infringing on security and privacy [24 - 27].
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Fig. 1. Landscape of Privacy in Mobile Network.

3. PRIVACY-PRESERVING IN MOBILE WIRELESS

As 5G networks mature, Al-enabled smart applications are projected to become more prevalent, necessitating
situational, context-aware, and personalized privacy solutions. Due to a wide and complicated set of unexpected
privacy issues, traditional privacy-preserving techniques may not be well suited for future wireless applications
[28 —30]. Distributed ledger technologies, such as blockchain, may make it possible to deploy trustless computing
between stakeholders while also providing mechanisms for network privacy protection. Among the security and
privacy advantages of blockchain are immutability, transparency, verifiability, anonymity, and pseudonymity.
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Blockchain can provide privacy-preserving data-sharing mechanisms, improve access control, provide key
characteristics such as data integrity, traceability, and monitoring, and ensure efficient accountability mechanisms,
among other things, and is seen as a viable option in Machine Type Communications in 6G [31].

When it comes to tackling important difficulties that are likely to develop in future intelligent 6G wireless
applications, differential privacy (DP) approaches appear to be promising. Before sending the final output to the
allocated server, DP perturbs the actual data using artificial design random noise functions [32]. This stops
attackers from performing a statistical analysis of the data received and inferring personal information from a
user's data. For assuring privacy protection, concepts connected to federated learning (FL) are also hot subjects in
the research community. FL is a distributed machine learning technique that allows model training for enormous
amounts of data to be done locally on the generated source, with each learner in the federation doing the
appropriate modeling. Rather than transmitting a raw training dataset, each learner sends his or her local model to
an "aggregator" to be combined into a global model. Because FL takes the approach of "bringing the code to the
data, rather than the data to the code," it can address critical issues such as data privacy, data ownership, and data
localization [33 - 35].

4. RELATED WORKS

Due to the utilization of an open channel for communication. The authors in [36] expressed worry about the
security and privacy of Industrial IoT networks. According to the authors, existing approaches may not be suitable
in an IloT-specific setting due to significant overheads. The authors devised a biometric-based privacy-preserving
authentication mechanism to counteract unwanted intrusions with minimal overheads. As a two-factor
authentication system, the technique employs biometrics and smart cards. To test the protocol's behavior, it was
simulated on NS2. After doing formal and informal security analyses, the authors certified their scheme resistant
to a variety of assaults.

Despite using two-factor authentication, the technique fails to guard against known key attacks and maintain
privacy. The obstacles in establishing security protocols were explored by Li et al. in [37], which included the
open nature of the wireless medium and resource-restricted nodes. The authors suggested a three-factor user
authentication technique for the WSN-IIoT context that considers these issues. The user's identity, password, and
biometrics are the three factors utilized to authenticate. Only if all of the factors provide favorable results will the
user be able to view the sensor's data. Although the authors claim their system is immune to impersonation, replay
attacks, and other attacks, formal analysis validation is missing.

Because the resource-constrained node transmits and receives a total of 2688 bits during the key exchange
procedure, the strategy is wasteful in terms of communication. As a result, the system is unsuitable for resource-
constrained IIoT applications. In their paper [38] presented an authentication mechanism for M2M
communications in an IIoT environment. According to the authors, traditional techniques cannot be applied in
IIoT due to significant overheads that could deplete node resources. As a result, the authors created a novel
security model in which only hash and ex-or operations are computed during authentication. The authors declared
their approach compute-efficient because of the usage of only a few cryptographic operations. The authors went
on to say that their approach has security qualities like session key agreement, and anonymity, and is immune to
replay, and man-in-the-meddle (MITM) attacks, among other things. Although the system provides several
security benefits, the authors did not do a vulnerability evaluation or formal analysis, therefore the scheme's
behavior under compromised settings is uncertain. Furthermore, the technique wastes a lot of energy delivering
big mutual authentication and key exchange messages, making it inefficient in terms of energy use. Because of
its unpredictable behavior and high energy consumption, the proposed method is unsuitable for IIoT networks.

Xiong et al presented an ECC-based authentication scheme for IIoT in [39]. The authors stressed the
importance of an authentication system in WSN to avoid unauthorized access due to the unsecured nature of the
medium. Biometrics are used in their scheme to verify the entity's validity. The authors tested their technique on
NS3 to see how well it worked. Despite the claimed benefits, it is discovered that the authors did not consider
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Denial of Service (DoS) and MITM attacks during the security analysis, which could endanger the network's life.
Due to the lack of ciphering and nonce, the system fails to provide privacy and message freshness for all
transmitted messages.

Paliwal has stated his concern over data integrity and confidentiality in IIoT networks [40]. The author
stressed that sensitive data acquired by sensor nodes in WSN should only be available to those who need it. The
article discusses the many available authentication systems as well as their flaws. Hash is used to achieve mutual
authentication and key establishment while maintaining identity anonymity. Due to minimal computations and
resilience to several significant attacks, the approach is lightweight and efficient. According to the author, the
method has undergone formal and informal analysis and is pronounced secure for usage in an IloT setting. Even
though the method is said to be resilient, it does not guarantee privacy. Even though the method does not employ
ciphering models, the intensive usage of hashes and the enormous quantity of messages sent overburdens the
scheme.

Chang et al. [41] devised an authentication system for WSNs to prevent unauthorized penetrations. Although
it is said to be efficient and secure, it is complicated since it runs in two modes. By introducing a smart card-based
authentication strategy for WSN, the authors have attempted to address the shortcomings of existing
authentication protocols. Their suggested protocol employs two distinct algorithms to achieve two distinct sets of
security features. To establish the resilience of their protocol, the authors conducted a formal security analysis
using the Real-or-Random (RoR) paradigm. Their first protocol (P1) does not provide complete security solutions,
whilst their first protocol (P2) is resource-intensive. Because [oT devices are typically resource-constrained, using
this protocol can reduce the devices' and networks' active lifetimes.

In [42], Gope et al. focused on the obstacles to implementing Industrial WSNs (IWSN). The authors designed
a new mutual authentication system for IWSN's real-time data access applications, citing security as the most
crucial concern. In their approach, the authors used exclusive-or, one-way hash, and physically unclonable
functions (PUF), to mention a few. The security of the credentials is the key strength noted in the article, even if
the adversary physically captures the sensor nodes. The approach includes important security features, including
mutual authentication and integrity. Despite the advantages, the approach requires six messages to complete the
session key, which is difficult for devices with limited resources. The number of bits sent in those communications
is quite large, which raises the energy consumption threshold even higher. This massive energy usage has the
potential to swiftly drain the energy reserves of IIoT nodes. Furthermore, the behavior of the schemes [41, 42]
under the effect of a DoS attack is not detected, allowing adversaries to attack IIoT networks via hidden
vulnerabilities.

In summary, current approaches are vulnerable to well-known attacks (MITM, Known Key, and DoS, for
example). They have large communication and computing costs, making them unsuitable for Industrial IoT
networks. The Industrial IoT is a delicate application in which even a little incursion by an unauthorized node can
result in significant and irreversible losses. As a result, a secure and efficient key exchange and mutual
authentication approach must be used to protect access to the IIoT network. Table 1 summarizes the related works
for security issues and applications in IIoT.

There are other research investigations on the security of IloT based on the 6G network. The authors in [33]
offer a high-level overview of the role of trust, security, and privacy in 6G networks and the associated research
difficulties. About four essential components of 6G networks, such as real-time intelligent edge computing,
distributed artificial intelligence, intelligent radio, and 3D intercoms, this report concisely assesses new study
fields and difficulties in security and privacy. Discusses security and privacy concerns with developing
technologies such as artificial intelligence (AI), blockchain, quantum communications, Tera Hertz (THz)
technology, Visible Light Communication (VLC) technology, and molecular communications. However, the
authors in [43] thoroughly examine machine learning and privacy in 6G to accelerate the development of 6G and
privacy-protection solutions. At the same time, the authors in [44] discuss unresolved concerns about the




Electrical

and Vol. 4 No. 2 2024

Electronic

E-ISSN: 2785-8189

ASIAN JOURNAL OF ELECTRICAL AND ELECTRONIC ENGINEERING

applicability of physical layer security (PLS) in 6G systems and provide a complete road map of significant

relevant studies on PLS.

Table 1. IIoT Security Related Works Summary

Citations Security issue Contributions shortcomings
Lietal Authentication for Authentication based on weak authentication
N-IIoT . . lidati
[37] WSN-llo user's identity, password, and validation
biometrics
Esfahani M2M security in IIoT Use hash and ex-or inefficient energy utilization
et al [38] operations during the due to big mutual
authentication process authentication
Xiong et Authentication for avoid unauthorized access weak privacy and message
al [39] IToT Sensor network due to the unsecured nature freshness
of the medium
Paliwal IToT networks Using Hash for mutual Weak privacy
[40] confidentiality authentication and key
establishment
Chang et prevent unauthorized | formal security analysis using Reduces network device's
al [41] penetrations the Real-or-Random (RoR) lifetime
paradigm
Gope et al | authentication for real- | Use exclusive-or, one-way weak against attack via
[42] time [loT hash, and PUF for mutual hidden vulnerabilities, and
authentication high computation energy

Saeed et.al.

The security and privacy of IloTs have been discussed by numerous researchers. To create a dependable,
accessible, and secure Remote Patient Monitoring (RPM) system in the end, the authors of [45] suggested an
integration of the IoT with healthcare facilities that are secure and privacy-preserving. The suggested solution
offers end-to-end secure communications, secure RFID-based authentication, and privacy protection. The authors
of [46] concentrated on how blockchain can assist 5G network applications in safeguarding execution integrity
and proposed a low-cost and simple-to-implement blockchain-based execution protection strategy called
NoSneaky. The inventors of [47] suggested a communication protocol that uses only symmetric key-based
encryption, which offers incredibly lightweight yet strong encryptions to safeguard data transmissions. To fend
off key reset and device capture threats, the symmetric keys created by this protocol are delegated based on a
chaotic system, the logistic map.

A blockchain-based deep learning system with two degrees of security and privacy was provided by other
authors [48]. To achieve the goal of security and anonymity, a blockchain system is first built in which each
participating entity is registered, verified, and then validated utilizing a smart contract-based enhanced Proof of
Work. Second, a deep learning system with the Bidirectional Long Short-Term Memory (BiLSTM) for intrusion
detection and the Variational Auto Encoder (VAE) technique for privacy is built. The authors in [49] provided a
timely discussion of how promissory 6G enabling technologies like artificial intelligence, network softwarization,
network slicing, blockchain, edge computing, intelligent reflecting surfaces, backscatter communications,
terahertz links, visible light communications, physical layer authentication, and cell-free massive multiple-input
multiple-output (MIMO) will play a part in delivering the expected level of security and privacy.
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5. PROTOTYPE MODEL (SYSTEM AND ADVERSARY)

The IIoT security based on the system prototype model consists of different loT components in addition to the
adversary model. Fig. 2 shows an internet-connected IIoT network that can be controlled and monitored. The IloT
architecture is made up of IoT sensor nodes installed on machines that connect with the CA and the cloud via a
wireless bi-directional link. Through the cloud, the user has access to information. The system prototype model
consists of the following devices.

= WSN-IIoT network: Sensor nodes are installed on machines in the industry. The sensor nodes receive
control signals from the operator (e.g., turn on/off the machine), collect data from machines (e.g.,
production count, machine temperature, pressure, etc.) and wirelessly relay it to the gateway using low-
power modules such as Zigbee (IEEE 802.15.4) and Z-Wave (a.k.a, ZW0500).

*  Gateway: Typically, a gateway is stationary and powered by the mains. The gateway serves as an
intermediary between the smart IoT sensor node, the cloud, and the CA. It supports the IEEE 802.3 and
IEEE 802.11 standards for data transmission via the Internet. The gateway authenticates the IloT
network's nodes before transferring their data to the cloud and vice versa.

»  Certification authority: The certification authority (e.g., Symantec, GeoTrust, and others) builds a
database of the network's nodes and uses it to undertake mutual authentication before giving certificates
to nodes. Each sensor node receives a unique implicit certificate from the CA, which they must use to
create public and private keys.

i 2D T .
H Node Ul ! !
E ‘ 7, r'*\x Gateway

. Smart Machines |

Fig. 2. An IloT system model based on a mutual authentication key exchange method

The Dolev-Yao adversary model recommended in [41, 50] has been used in the suggested approach.
According to the threat model, the adversary can uncover the industrial network's flaws, which can then be
exploited to exploit the industries' potential resources. Consider an [loT-enabled smart automobile manufacturing
business [51], where sensor nodes are used to monitor and control robotic arm activities, manage logistics, and
identify raw material requirements at the warehouse, among other things. According to the Dolev-Yao adversary
model, robotic industrial machines (nodes), logistics and warehouse network devices (gateway), and other I1loT
devices are under threat. In the IIoT, an adversary can listen to all conversations between industrial nodes,
gateways, and CA.

An adversary can collect, modify, and replay network signals to gain privileged access to industrial robotic
arms (e.g., welding, painting, transportation, and assembling), among other things. In addition, an adversary can
pose as a legal industrial node to steal data from RFID tags. Physical capture of smart industry devices (nodes and
gateways) is not conceivable because they are secured with physical locks and monitored by surveillance cameras.
The adversary may attempt to change the lifetime of the expired authenticator to gain unauthorized access to the




ASIAN JOURNAL OF ELECTRICAL AND ELECTRONIC ENGINEERING Saeed et.al.
Vol. 4 No. 2 2024
E-ISSN: 2785-8189

Electrical
and
Electronic
Engineering,

&L

industrial network and introduce malware into the industry's computerized production units. Furthermore, the
attacker can intercept data sent between network entities to obtain security parameters that can be used to generate
future secret keys, activate driverless cars, and so on.

The adversary can create and inject new messages through the network to perform a DoS attack that prevents
control orders from being sent to industrial machinery (e.g., warehouse storage sequencing error). To summarize,
the opponent can obstruct the smooth and secure operation of production units, warehouses, and logistics, among
other things. Financial and reputational harm, company interruption, and lower efficiency are all possible
outcomes of hostile attacks.

6. PROPOSED METHODOLOGY

Multi-variable identifications (M-VIDs), which cannot be easily associated with the ID or tracked, must be
assigned to defend against attacks related to identification. To satisfy these needs, this technique switches the
fixed ID identification out for the regularly changing M-VID identifiers. Before sending the range to the UE, the
serving network (SN) assigns a range of M-VID IDs to the User (D). The SN then starts the ID relocation process
and gives the user two M-VID values, S and L, which stand for the range's start and length M-VID values. S
stands for the range's start point, and L for the range's length. It is up to the network operator to specify the length
K. The user reads the allocated range D as follows: The largest M-VID in D is (S+L), whereas the smallest M-
VID in D is S. The SN then randomly produces a new M-VID value between S and S+L whenever it needs to
identify the user and adds it in the identification message that will be sent to the user. The user equipment also
knows that the M-VID utilized for identification should remain between S+L and S.

((92)

USER SN

Identity Response (VID)

Allocate D (S,L) |

Attachment Request VID, D

Generate RAND
Embed (RAND, D)
Generate VID

VvID

Authentication Request (RAND,ID)

Authentication Response (SRES)

Verify SRES = XRES

VID

D=extract (RAND,VID)
Store S, L

Fig. 3. The essential steps of sending and assigning of ID range to the user.

The SN incorporates the newly created M-VID value among S+L and S into the identification message that
will be sent to the user. When the SN wants to identify the user, this occurs. The user checks the incoming M-
VID to see if it falls between S+L and L or not. If the received M-VID falls within the proper range, the user may
respond and begin the service request procedure; if not, the user discards the message requesting identification.
Fig. 3 depicts the allocation procedure and the user receiving the M-VIDs range.

To implement the proposed solution some modifications must be executed in SN and user. As illustrated in
the following subsections, we provide our proposed algorithms for both SN and user end.
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6.1 The Proposed Algorithm in SN

The proposed solution suggested values for all identifiers as shown in Table 2. A table called P-table contains
M-VIDs for all users within its service region that have been added to the SN storage. One user's M-VIDs are
stored in a tuple of P-tables, which include the fields VID, S, T, V, and V. The start and length M-VID values in
the user-assigned range are denoted by S and L, respectively. The T represents the M-VID value that was most
recently used to identify the user, whereas the V represents the M-VID value that the user most recently used to
submit a service request. The SN furthermore maintains a list of M-VID ranges known as VID-pool. The VID-
pool is a table with columns S, L, and STATUS, as illustrated in Table 2. M-VID ranges' start and length M-TMSI
values are stored in variables S and L, respectively. The STATUS next to each range indicates whether or not the
range is available for use. When STATUS is set to 0, it means that the relevant range is available for use. The
associated STATUS will be 1 for the given range.

Table 2. M-VID values in the proposed solution

a- VID Pool b- P-table
S L STATUS VID S L T V
Si L; 1 VID, Si L; T, vV,
Si L; 1
VIDi Si Li Ti Vi
Sk Lk 0
Sn Ln 0 VIDK SK LK TK VK

The proposed scheme can be described using two phases: Setup and Manage M-TMSIs.
A. Setup Phase (The Initial Allocation)

The initial M-VIDs range allocation to users within the SN's service region is carried out during the setup
phase. Only the initial execution of the Setup phase is performed, and it must be successful before the management
phase is launched. The following are the main steps in the Setup phase:

= VID-pool information initialization using M-VIDs: The SN executes the Initialize-Pool algorithm to
initialize the M-VID-pool with the M-VID range bounds.

= Give the users access to the M-VID ranges: Within its service area, the SN executes the Allocate Range
algorithm for each user.

= Provide the M-VID ranges to the users: The SN provides the bounds of the M-VID ranges assigned to
the concerned users.

B. Manage Phase (Monitor and Control)

As depicted in Algorithm 1, the manage phase entails continuing actions and processes that include
monitoring the M-VID-related service requests made by the user, the SN, and other SNs, and appropriately
modifying the M-VID data at the SN. Through several methods for M-TMSI range allocation, re-allocation, and




ASIAN JOURNAL OF ELECTRICAL AND ELECTRONIC ENGINEERING Saeed et.al.
“na B Vol. 4 No. 2 2024

Electronic

=esinecinal) E[SSN: 2785-8189

de-allocation during the Manage phase, the SN manages the M-VID identities and preserves the consistency of
the contents of the P-table and the M-VID-pool.

* M-VID range Allocation: The SN allocates a new M-VID range D to the user after successful authentication
runs.

* M-VID range Re-Allocation: After a successful run of the Tracking Area Update (TAU) procedure, the SN
determines whether to replace the M-VID range that is currently allocated to the user or to keep it. If the range
currently allocated to the user will cause an M-VID collision, the SN replaces it with a new range.

* M-VID range De-Allocation: The SN de-allocates the M-VID range allocated to a user after a successful
request.

* M-VID Validation: When a user sends a request including an M-VID identifier to the SN, the latter verifies
that the request is initiated by a genuine user using the Validate Request algorithm.

6.2 The Proposed Algorithm for User

The suggested scheme needs the user to be expanded to store the following four values: Suser, Luser, Tuser, and
Vuser. The bounds of the M-VID range provided by the SN are stored in the Syser and Lyser. The M-VID identities
that the user most recently sent and received are kept in the Tuser and the Vuser respectively. Modifications about
VID relocation, identification, and service request processes should also be made to the user's functionality.

The user confirms that the embedded M-VID value within the identification message is within the appropriate
range (VID is between Syser and Suser +Luser) and is distinct from the M-VID that was last delivered or received
by the user after receiving an identification message request from the SN (Tuser o Vuser). If 50, the user replies by
submitting a service request and updating its Tyser to the newly arriving VID identity. If not, the message request
is ignored. Algorithm 2 shows the M-VID validation process.

Algorithm 1: The Manage phase algorithm

Input: The VID or ID identifiers of the user involved in the request and service request code

1: while true do

2:  ifrequest ="An Attachment' then

3: call Allocate-Range (VID)

4: call VID-Relocation-Procedure

5 endif

6: if request ='Tracking Area Update TAU' then
7: call ReAllocate-Range (VID)

8: call ID-Relocation-Procedure

9: endif

10:  if request ='Request from the SN to forget about the User" then
11: call DeAllocate-Range (VID)

12: endif

13:  ifrequest ='ldentification the User' then

14: call Identification-User (VID)

15: endif

16: iftimer ='0' then
17:  for each User whose timer is expired do

18: call ReAllocate-Range (VID)

19: call ID-Relocation-Procedure

20: end for

21: endif

22:  if request ='Radio Resource Channel request with ID identifier' then
23: call Validate-Request (ID)

24: if Auth = true then

25: process the request
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discard the request

end if

29: endif
30: end while

Algorithm 2: Identifying message validation algorithm

Input: identifying message including the ID (VID) received from serving network
1: lf(SUser < VID < SUser +LUser)
2: i (VID # Tuser & VID  # Viser)
3 update Vyser = VID

4 initiate a service request
5: else

6 discard the request

7: endif

8: else

9:  discard the request

10: end if

If a user certifies that it was the intended recipient of the identification message sent by the SN, the user starts
a service request. To start a service request, the user first creates a new M-VID value at random (VIDUser), inserts
it into the message to the SN, and changes VIDUser to TUser. Algorithm 3 describes the stages involved in a
service request.

Algorithm 3: Service Request Algorithm

create a random fresh My such that:
Sv<My < (Su+ Ly,

M(/;lﬁ TU, and

My #Vy

update Ty = My

DR

initiate service request

7. ANALYSIS AND DISCUSSION

In the current IIoT architecture, a user is given an ID identifier to be able to be identified specifically
throughout the identification process. The user's ID is always included in the identifying request message and sent
to the user whenever the providing network wants to identify an idle user. The issue is that the allocated ID is kept
for a long enough time for an attacker to connect it to the permanent identification ID of the user and use it to
attach identifying communications to that user.

As aresult, the current identification process is not secure against user link-ability attacks. The properties of
ID identifiers and the ID allocation mechanism are recommended to be improved, adding security performance
and protecting against link-ability attacks. Each time a user is identified, a random VID identification is used,
which ensures that an observer cannot connect the identifying request to the same user.

7.1 The Key Features

In our proposed approach, the user is only required to perform a minimal amount of computation, with the
serving network bearing the rest of the burden. We assert that the overhead is little since the SN has limitless
computing capacity. We additionally assert that the user's calculation overhead is minimal. The delay time in SN
and the user comparing by utilizing ID rose slightly due to the VID changing in every identification and random
access. It nonetheless outperformed encryption techniques like ENC-ID. The VID enhanced the characteristics of
ID identifiers by replacing it with the VIDs which added a high level of user privacy in IloT networks. A new
random VID is generated and consumed whenever a user is requested to be identified to the SN. This guarantees
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that an observer cannot link the VIDs to a certain user, and hence prevents against tracking the user. As the VID
changes in every request, the delay time increases slightly in the network and the user compared by using ID.
However, it was better than an encryption method like ENC-ID. The delay time on SN and user by using the ID,
VID, and ENC-ID.

Figures 4 and 5 display the delay time on SN and user utilizing the ID, VID, and ENC-ID. The identification
process takes a little longer when M-VIDs are used than the normal technique because the identification (ID) is
sent in clear text. While the identifying process takes longer with the encryption method. Because encryption
methods require algorithms to encrypt and decrypt the ID with every identification operation, there was a greater
time delay or overhead. Encryption and decryption tasks will take longer to complete in user and SN. In addition
to that, each identifying procedure requires more time for the generation of encryption keys.

25
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Fig. 4: User identification overhead on SN.
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Fig. 5: User identification overhead on User.

Considering the features of system impact and Compatibility with IoT architecture, the proposed solution gives
a minimal system impact, which is transparent to the intermediary networks because it does not call for
modifications to the messages or the messaging infrastructure. Due to the minimum changes, it requires of the
network parties, the solution can easily be compatible with the current IloT architecture.

7.2 Security Analysis
The security of the solution is examined in this part in terms of unlinkability, anonymity, and untraceability.
A. User Unlink-ability

Linkability is the potential for connecting different user identities. By making IIoT networks unlinkable, the
proposed technique eliminates user linkability and defends users against tracking attacks. Instead of being given
a permanent ID that can be traced and associated with a specific user, the user is given a series of temporary
identities, or VIDs. As seen in Fig. 6, a new random VID is generated and used each time a user requests to be
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recognized by the network. This ensures that a viewer cannot connect the VIDs to a specific user, preventing the
viewer from tracking the user.

B. User Anonymity

The suggested system offers a high level of confidence in preserving user identification. Since the ID is only
accessible by the NS and the user and no other party on the network is aware of it, an attacker cannot know it. The
ID is also never utilized or communicated. Because the NS changes the VID before being sent to the user, there
is no way for an attacker to determine the VID given to a specific user. Until a user uses their VID for
identification, the attacker is not made aware of their VID. It is important to note that the attacker cannot benefit
from knowing a specific VID. The approach used by the suggested scheme about VID selection grants a user the
right to protect their user anonymity and hinders attackers from doing so. The user can only use a VID once,
therefore as soon as the network successfully identifies them, they are given a brand-new VID that is distinct from
the one they were previously using. The brand-new VID given to the user is chosen randomly and has nothing to
do with the VID that they utilized most recently. VIDs allocated to a specific user appear to an attacker to be
random bit streams that cannot be connected to a specific user. As a result, the attacker is unable to identify the
target user, and Fig. 6 illustrates the provision of the highest level of identity anonymity.

12
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Fig. 6: User privacy comparison between ID and VID.

C. User Un-traceability

Traceability is the ability to track previous identity requests and responses coming from the same subscriber.
The proposed method improves the properties of the pseudonyms and the methods for allocating them, which
prevents user traceability and defends users from tracking attacks (TIDs). This makes it challenging for an
observer to distinguish between identification requests and responses sent to the same user because the
pseudonyms exchanged in the network appear random and unrelated from the observer's point of view. As a result,
the user's untraceability is provided and the observer is unable to recognize the user's previous identification
requests and responses.

8. CONCLUSION

The issue of safeguarding the privacy of the identifying procedure in the IloT network is addressed in this
study with a practical solution. Through a secure identification technique that enables a user to be uniquely
identified by the network while remaining anonymous within the network, the identifying procedure privacy is
maintained, preventing adversaries from being able to monitor and identify the user. The benefit of the solution
is that it is simple to integrate into the existing architecture and is compatible with current IloT technology
standards. With minimum changes at both the network and the user level, low computing overhead on the part of
the network, and negligible calculation overhead on the part of the user, the proposed method protects the
identifying procedure privacy in [IoT and ensures user un-traceability and unlink-ability.
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